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FDXVHV7KLV LV DKHDOWK\ VLJQ IRU VKDULQJRSLQLRQVYRLFHV DQGXQORFNLQJZRUWK\ LGHDV IURPDQ\FRUQHURI WKH
ZRUOGE\EUHDNLQJWKHJHRJUDSKLFDOERXQGDULHV7KHUHDUHHQRXJKHYLGHQFHVWKDW261LPSURYHGSURGXFWLYLW\E\
PDNLQJ LQIRUPDWLRQ DYDLODEOH DQ\ZKHUH DQ\WLPH >@ $V D PXOWLSOLHU HIIHFW WKH UDLVH RI PRELOH GHYLFHV DQG
SHQHWUDWLRQRIFORXGFRPSXWLQJFUHDWHGDXELTXLWRXVZRUOGRIKDUQHVVLQJNQRZOHGJHFDSLWDO
2QWKHGRZQVLGH261XVHUVIUHHO\VKDUHLQIRUPDWLRQZLWKRXWVXIILFLHQWDZDUHQHVVRQKRZWKHLUSHUVRQDOGDWD
OLNH SKRWRV PHVVDJHV YLGHRV DQG ORFDWLRQ DUH JHWWLQJ WUDFNHG DQG XVHG 261 SULYDF\ SROLFLHV DUH QRW FOHDU








7KHSDSHU LVRUJDQL]HG LQWR IROORZLQJVHFWLRQV VHFWLRQGLVFXVVHV WKHFXUUHQW VWDWHRI261SULYDF\FRQFHUQV
VHFWLRQSUHVHQWVH[LVWLQJJDSVLQSULYDF\FRQFHUQVVHFWLRQH[SODLQVWKHSURFHVVIORZRIFDOFXODWLQJ5:67,








5HVHDUFK UHSRUWV LQGLFDWH WKDW LWZRXOG WDNH DQ DYHUDJHGD\VSHU \HDU IRU DXVHU WR UHDG WKH HYHU FKDQJLQJ
SULYDF\SROLFLHVRI261VLWHV>@7KHVHFRQGFRQFHUQLVWKDWWKHXVDJHRISHUVRQDOGDWDIRUUHVHDUFKSXUSRVHVLV
QRWFRPPXQLFDWHGFOHDUO\ WR WKHXVHUV7KHH[DPSOH LQ WKLVFDVH LVZKHUH)DFHERRN WZHDNHG WKHQHZVIHHG WR
H[SHULPHQWZLWKWKHHPRWLRQVRIWKHXVHUV>@7KHWKLUGFRQFHUQLVWUDFNLQJRIXVHUEHKDYLRUE\261





x &RRNLH LQIRUPDWLRQ GLVSOD\ RQZHE SDJHV VKRZLQJ SXUSRVH RI FRRNLH WUDFNLQJ DQG XVDJHPDQGDWHG E\
(XURSHDQ8QLRQ>@
x *XLGHG3ULYDF\IHDWXUHV LQFOXGLQJVWHSE\VWHSJXLGHGYLGHRWRXUVDOHUWLQJDERXWXVHU WDJJLQJSURYLGLQJ
YLHZDVDVSHFLILFSHUVRQFRQWUROOLQJSULYDF\IRUHDFKSRVWDQGDOORZLQJXVHUVIROORZRQO\SXEOLFSRVWV






PXWXDO EHQHILWV 8VHUV DUH VHUYHG ZLWK LQWHUHVWLQJ LQIRUPDWLRQ WR PDNH WKH VRFLDO PHGLD H[SHULHQFH DV DQ
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HQJDJLQJRQH'HVSLWHRIWKHHIIRUWVIURP261ZHEVLWHVWKHJDSVRQSULYDF\VRFLDOGDWDXVDJHSUHYDLODQGKDYH
EHHQVXPPDUL]HGLQWKHIROORZLQJ







x Privacy settings gaps 

'HVSLWH RI ILQH JUDLQHG SULYDF\ VHWWLQJV DQG FRQWUROV JLYHQ WR WKH XVHUV WKHUH DUH OHDNV WKDW H[LVWV >@ )RU
H[DPSOHWKHSULYDF\FRQWURORIWDJJLQJSKRWRVPLJKWOHDGRQHRIIULHQGQHWZRUNVWRWKHLUIULHQGVRUVWUDQJHUVLI
WKHVHWWLQJFKRVHQE\WKHIULHQGLVSXEOLF7KHSKRWRVZLOOEHVKRZQWRSXEOLFYLHZLQJWKHPRPHQWRQHDFFHSWV
WKH WDJJLQJ RXW RI FXULRVLW\ 7KH GRZQVWUHDP FRQVHTXHQFHV LQFOXGH D SDJH OLNHG E\ D IULHQG SRSV XS DV
VXJJHVWLRQV LQ WKH 261 IRU RWKHUV WR DFFHSW DQG LW FUHDWHV DQQR\DQFH WKURXJK UHSHDWHG IRUPV RI LUUHOHYDQW
UHFRPPHQGDWLRQV&RRNLHVDUHXVHGDVPHDQVWRXQGHUVWDQGEURZVLQJEHKDYLRU7KHDGYHUWLVHPHQWVKRZQRQWKH
EURZVHUUHDOHVWDWHLVVWLOOEDVHGRQWKHFRRNLHLQIRUPDWLRQDQGWKHUHLVQRHDV\ZD\WRKLGHRUEORFNWKHP
x Insufficient efforts on awareness initiatives  

261¶VGRQRW HQIRUFHJXLGHG WRXUVRUPDNHFRQFHUWHGHIIRUWV IRUXVHUV WR UHDG VRPHRI WKHFULWLFDO DZDUHQHVV
PDLOHUV7KH\DUHORVWLQVSDPRUKLGGHQDPRQJWKHEXQFKRIHPDLOVLQXVHULQER[,WLVDFKDOOHQJHWRXQGHUVWDQG
LIDQDWWHPSWLVGHOLEHUDWHRUXQLQWHQWLRQDO261VLWHVGRQRWSD\HQRXJKDWWHQWLRQWRVXFKQXDQFHVRQLPSURYLQJ




x Degrading OSN content quality 

$QQR\LQJUHTXHVWV IRUSDJH OLNHVDGVDQGJDPHVFRQWLQXHGXH WRKHDY\FRPPHUFLDOL]DWLRQ261VFDSWXUH WKH
EURZVLQJ UHDO HVWDWH VSDFHE\ LQWUXGLQJ DGYHUWLVHPHQWVGHVSLWHRIXVHUVQRW FOLFNLQJ WKHP6LWHV OLNH<RX7XEH
KDYHJRQHDVWHSIXUWKHUE\HPEHGGLQJDGYHUWLVHPHQWVRWKDWXVHUVGRQRWHYHQKDYHDFKRLFHWRVNLSEH\RQGD
SRLQW8VHUV DUH IRUFHG WRZDWFK DQG261VGRQ¶WRIIHU DQ\ FRQWURO WR VWRSRUPRGLI\ WKHP0RUH LPSRUWDQWO\
LUUHOHYDQW DGYHUWLVHPHQWV LQWUXGLQJ SULYDF\ DQG RFFXS\LQJ EURZVHU UHDO HVWDWH QRW RQO\ GHJUDGHV EURZVLQJ
H[SHULHQFHEXWHURGHVWKHFRQILGHQFHOHYHORQWKHUHFRPPHQGHGFRQWHQW>@
2XU$SSURDFKWR5LVN:HLJKWHG6RFLDO7UXVW,QGH[5:67,
5:67, FDOFXODWLRQ SURFHVV IORZ FRQVLVWV RI IRXU SKDVHV QDPHO\ GDWD FROOHFWLRQ SURFHVVLQJ FRPSXWH DQG
SXEOLVK7KHSURFHVVRIEXLOGLQJ5:67,KDVEHHQVXPPDUL]HGLQ)LJ
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4.1. Data collection phase

8VHUIHHGEDFNRQSULYDF\SROLFLHVDQGGDWDXVDJHDUHFROOHFWHGWKURXJKIHHGEDFNIRUPV7KHIHHGEDFNPLJKWEH
ERWK LQREMHFWLYHPHDQV OLNH UDWLQJ VFDOH FORVH HQGHGTXHVWLRQV DQG VXEMHFWLYH IRUP OLNH IUHH WH[W6XEMHFWLYH
IHHGEDFNFDQEHSURFHVVHGXVLQJQDWXUDOODQJXDJHSURFHVVLQJ1/3WHFKQLTXHVIRUFDOFXODWLQJDQREMHFWLYHVFRUH
$OVR RWKHU IRUPV RI GDWD VRXUFHV LQFOXGH LQGHSHQGHQW UHVHDUFK VXUYH\V UHSRUWV IURP UHJXODWRU\ ERGLHV DQG
LQWHUQHW ZDWFKGRJV )RU LQVWDQFH UHSRUWHG VHFXULW\ LQFLGHQWV LV D FOHDU REMHFWLYH PHDVXUHPHQWV OLNH ]HUR GD\
DWWDFNVOLVWRISXEOLVKHGYXOQHUDELOLWLHVE\VHFXULW\VFDQVHWF
4.2. Processing Phase 

7KH DFTXLUHGGDWD LV FODVVLILHGEDVHGRQ DWWULEXWHVPHQWLRQHG LQ7DEOH7KH OLVW RI DVVHVVPHQW TXHVWLRQV DUH
LQGLFDWLYHWRFDSWXUHWKHOHYHODWZKLFKHDFKRIWKRVHDWWULEXWHVDUHDGGUHVVHGE\WKH261(DFKDWWULEXWHFDQEH
































4.3.   Compute phase 
7KHNH\SDUWRIFRPSXWHSKDVHLVWRFDOFXODWHWKHZHLJKWDSSOLHGWRDSDUWLFXODUDWWULEXWHEDVHGRQVHWRIULVNV,Q












7KHZHLJKWV FDQ EH FDOFXODWHG EDVHG RQ WHFKQLTXHV OLNH WUHQG SDWWHUQ DQDO\VLV IURP SDVW GDWD VHW >@ 7KH
ZHLJKWVZLOOEHSXEOLVKHGLQDGYDQFHDQGDGMXVWHGEDVHGRQWKHSUHYDLOLQJVHFXULW\HQYLURQPHQW7KHXVHIXOSDUW
RI DVVRFLDWLQJ ULVN ZHLJKWHG DSSURDFK LV WKDW TXDQWLILFDWLRQ FDQ EH DXWRPDWHG WKURXJK PDFKLQH OHDUQLQJ
WHFKQLTXHV0RUHRYHU LW ZLOO EH FDSDEOH RI SURYLGLQJ TXDOLWDWLYHZD\ RI HYDOXDWLQJ WKH LQYROYHG ULVNV 7KH
FXUUHQWPRGHORI5:67,FRPSXWDWLRQLVH[SODLQHGLQWKHEHORZVWHSV
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$ORZQXPEHULQ5:67,VLJQLILHVWKDWWKHUHLVDJRRGSRWHQWLDORIYLRODWLRQVPLVXVHRIVRFLDOGDWDDQG261
LVQ¶W WUXVWZRUWK\ IRU WKHXVHUV WR VKDUHSHUVRQDOGDWD$KLJKVFRUH LQGLFDWHV WKDW WKH261FRPSOLHVZLWK WKH
DWWULEXWHFODVVLILFDWLRQDQGXVHUSULYDF\LVYHU\XQOLNHO\EHFRPSURPLVHG

4.4. .  Publish phase 












FODVVLILFDWLRQ RI VRFLDO WUXVW V\VWHP ZKLFK RXWOLQHV WUXVW LQIRUPDWLRQ FROOHFWLRQ HYDOXDWLRQ DQG LWV
GLVVHPLQDWLRQ7UXVW LQIRUPDWLRQFROOHFWLRQ LVEDVHGRQDWWLWXGHEHKDYLRUVDQGH[SHULHQFHVRIGLIIHUHQWXVHUV
7UXVWHYDOXDWLRQLVEDVHGRQJUDSKXVHULQWHUDFWLRQDQGK\EULGWUXVWPRGHOV+\EULGPRGHOXVHVFRPELQDWLRQV
RI JUDSK DQG XVHU LQWHUDFWLRQ WUXVW PRGHOV 0RUH LPSRUWDQWO\ WUXVW GLVVHPLQDWLRQ LV DSSURDFKHG LQ IRUP RI
YLVXDOL]DWLRQ DQG UHFRPPHQGDWLRQ V\VWHPV +RZHYHU WKH ZRUN LQ >@ QHLWKHU SUHVFULEHV DQ\ LQGH[ RU DQ
REMHFWLYHZD\RIFDSWXULQJWKHVRFLDOWUXVW7KLVEHFRPHVDNH\PRWLYDWLQJIDFWRUIRURXUSDSHUZKLFKXVHVWKH





FKDPSLRQ LQLWLDWLYHV RQ XVHU SULYDF\ >@ )RU LQVWDQFH WKHUH DUH VHYHUDO VWXGLHV GRQH RQ UHOLDELOLW\ RI
:LNLSHGLD FRQWHQW IURP GLIIHUHQW SHUVSHFWLYHV OLNH HGXFDWLRQ KHDOWK OLEUDULDQV VFLHQWLILF FRPPXQLW\ IRU
DFFXUDF\VFRUH7KHDVVHVVPHQWLVGRQHWRFRPSDUHWKHTXDOLW\RIFRQWHQWZLWKVWDQGDUGHQF\FORSDHGLDVXVLQJ
VWDWLVWLFDO WHFKQLTXHV DQDO\VLV RI KLVWRULFDO SDWWHUQV H[SHUW UHYLHZV DQG HYDOXDWLQJ WKH ULJRU RI WKH XQLTXH
FROODERUDWLRQEDVHGHGLWLQJSURFHVV>@
,Q DGGLWLRQ WR WKRVH UHFRPPHQGDWLRQV LQ SXEOLVK SKDVH 5:67, FDQ DFW DV D JXLGHOLQH IRU XVHU¶V
UHVSRQVLELOLWLHV,WFDQDOVRHPSKDVL]HWKHPDQGDWRU\XVHUDZDUHQHVVVHVVLRQVDQGWUDLQLQJVZKLFKDUHQHFHVVDU\
IRU LPSURYLQJ WUXVW OHYHOV ,Q WKH ORQJ UXQ 5:67, LPSOHPHQWDWLRQ FRXOG DFW DV DQ DGYLVRU\ FRQVXOWDWLYH
DSSURDFK IRU WUXVW EXLOGLQJ LQ WKH 261 FRPPXQLW\ ,W FDQ IXUWKHU DVVLVW LQ EXLOGLQJ UREXVW SULYDF\ SROLF\
IUDPHZRUNVLQIXWXUHDQGKDYLQJVFRSHIRUFRQWLQXRXVLPSURYHPHQW
&RQFOXVLRQDQG)XWXUH:RUN
7KH FXUUHQW VWDWH RI WUDFNLQJ ZLWKRXW XVHU NQRZOHGJH PD\ EH XVHIXO IRU 261 VLWHV WR FRPPHUFLDOL]H WKHLU
RIIHULQJVIRULPSURYLQJSURILWV+RZHYHUWKHODUJHUFDXVHRIDGGUHVVLQJXVHUSULYDF\UHPDLQVDVDQLQWULJXLQJ
GHEDWH $Q LGHDO VWDWH RQ261 GDWD XVDJH SULYDF\ ZRXOG EH GULYHQ E\ WKH HQG XVHU ZKHUHZKDW VKRXOG EH
WUDFNHGDQGZKDWVKRXOGQRWEHWUDFNHGRQDQ\VLWHLVRQWKHVROHGLVFUHWLRQRIWKHXVHU)RUH[DPSOHXVHUFDQ
KDYHDSULYDF\FRQWUROWKDWZRXOGDVNLIWKH\FRQVHQWSURYLGHDQLQIRUPDWLRQWKDWFDQKHOSWKH261VLWHWRWXQH
DQG RIIHU SHUVRQDO UHFRPPHQGDWLRQV 8OWLPDWHO\ WKH FKRLFH RI JHWWLQJ VHUYLFHV OLNH UHFRPPHQGDWLRQV
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DGYHUWLVHPHQWPXVWEHOHWLQWRWKHKDQGVRIHQGXVHUVLQDQRQLQWUXVLYHZD\8VHUVPXVWEHFOHDUO\PDGHDZDUH
RI WKH FRQVHTXHQFHV DQG EHQHILWV RI VKDULQJ DQG EURZVLQJ LQ 261  261 LV DQ HFRV\VWHP RI V\PELRWLF
UHODWLRQVKLSV7RFUHDWHD³ZLQZLQ´VLWXDWLRQWKHXVHUVDQG261VLWHVVKRXOGZRUNLQWDQGHPWRLPSURYHWUXVW
DQGHQDEOHWUDQVSDUHQF\RQSULYDF\DQGGDWDXVDJH
7KH 5:67, FDOFXODWLRQ SURFHVV HQFRPSDVVHV SURPLQHQW DWWULEXWHV ZKLFK DUH SUHVVLQJ LQ WRGD\¶V SULYDF\
ODQGVFDSH7KHLQWHQWLRQLVWRH[WHQGWKLVDVDKROLVWLFIUDPHZRUNZKHUHLWFDQEHEXLOWZLWKPRUHDWWULEXWHVDQG




WUDQVSDUHQW PDQQHU 5:67, XVHV OLQHDU FDOFXODWLRQ PRGHO ZKLFK FDQ EH IXUWKHU LPSURYHG XVLQJ PDFKLQH
OHDUQLQJWHFKQLTXHVIRUSUHGLFWLQJULVNV$SURWRW\SHFDQEHEXLOWXVLQJIHHGEDFNVRXUFHVWRWHVWHIIHFWLYHQHVVRI




 0LFURVRIW 5HVHDUFK 5HSRUW 0LFURVRIW VXUYH\ RQ HQWHUSULVH VRFLDO XVH DQG SHUFHSWLRQV 0LFURVRIW ZHEVLWH 0D\ 
KWWSVQHZVPLFURVRIWFRPGRZQORDGSUHVVNLWVHQWHUSULVHVRFLDOGRFVHVFUHVHDUFKVXPSSWSGI




7HUPVBelgian Privacy Commission DraftY$XJ
 .ULVKQDPXUWK\%DODFKDQGHUDQG&UDLJ(:LOOV&KDUDFWHUL]LQJSULYDF\LQRQOLQHVRFLDOQHWZRUNVProceedings of the first workshop 
on online social networks. ACM
 $PDQGD 6FKHUNHU 'LGQ¶W 5HDG )DFHERRN
V )LQH 3ULQW" +HUH
V ([DFWO\ :KDW ,W 6D\V +XIILQJWRQSRVW ZHEVLWH -XO\ 
KWWSZZZKXIILQJWRQSRVWFRPIDFHERRNWHUPVFRQGLWLRQBQBKWPO
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KWWS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 $UDQ.KDQQD)DFHERRN
V3ULYDF\ ,QFLGHQW5HVSRQVH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$XJXVW
 +DFNLQJ )HDUV 2XWZHLJK 3ULYDF\ &RQFHUQV 86 6XUYH\ 6HFXULW\ ZHHN ZHEVLWH 'HFHPEHU 
KWWSZZZVHFXULW\ZHHNFRPKDFNLQJIHDUVRXWZHLJKSULYDF\FRQFHUQVXVVXUYH\
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